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Motivation
What is the article about

What are we doing?

Creating framework to generate supervised and unsupervised adversial
examples

What do we reach?

Higher robustness and visuality compared to other frameworks so far

How do we get there?

Mutual information neural estimator ( MINE )

A new MinMax optimization algorithm
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Generate Supervised Adversial Examples

Abbildung: Supervised Adversial Examples from our framework
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Generate Unsupervised Adversial Examples

Abbildung: Unsupervised Adversial Examples in Data Reconstruction Task
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Mutual information

What do we calculate?

Dependency between two random variables X and Z ( I(X,Z) )

Abbildung: Example for Mutual Information
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Convolutional Neural Network ( CNN )

Abbildung: Convolutional Neural Network
(https : //www .youtube.com/watch?v = zfiSAzpy9NM)
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Convolution Layer

Abbildung: Filters and Feature Maps of a convolutional layer
(https : //www .youtube.com/watch?v = zfiSAzpy9NM)

Waldemar Voos | Seminar „Uncertainty quantification in machine learning“ 9/20



Motivation Mutual Information Neural Estimator ( MINE ) MINMAX Algorithm Evaluation

MINE Algorithm

Abbildung: Per-sample MINE via Convolution
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Convex Optimization Function

Definition

Abbildung: MinMax function to optimize

δ-constraints caused by Lp-Norm bounded perturbation and
normalization

If attack criterion fx(x + δ) ≤ 0 adversial example found

For UAE mutual information sign changes

Waldemar Voos | Seminar „Uncertainty quantification in machine learning“ 12/20



Motivation Mutual Information Neural Estimator ( MINE ) MINMAX Algorithm Evaluation

MINMAX Algorithm

Abbildung: MINMAX Algorithm
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Mutual Information and Attack Success Rate

Abbildung: ASR and MI value over 1000 samples

Abbildung: Mean and Standard Deviation of MI value over 1000 samples
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MinMax attacks vs. PGD attacks

Abbildung: ASR and MI value over 1000 samples
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Reconstruction Loss

Abbildung: Reconstruction Loss comparison with different Autoencoders
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Questions ?
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