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1. Introduction
Data streams 

● Data arrives in real time

● Data is unlabeled

● Data are always Complex

○ Multidimensional

○ Correlated

○ Multimodal
make anomaly detection harder

Point 
anomaly

Contextual 
anomaly

Anomalies



Problem solving
Unsupervised learning

Define anomalies types

● Point/Contextual
● 1-dim / N-dim

…

Find anomalies

Analyze the cause of 

anomalies

● identify the root cause

● choose an appropriate fix



2. Existing Anomaly detection methods

source: https://papertalk.org/papertalks/5618#similar_papers



Negative sampling algorithm in AD

Normal hypercube: V

Anomaly hypercube: U

Δu = Δv ± δ

Δv

Δu

Δv

source: https://papertalk.org/papertalks/5618#similar_papers



Negative Sampling Method

• Use Negative Sampling algorithm to find 

positive and negative training sets

• Train the model with positive and negative 

samples



Studied Models

Implemented classifiers

Random Forest(NSRF) 

Neural Network(NSNN)

Evaluation metric

AUC



Anomaly interpretation

• Baseline set U* from positive 
sample U

• Choose the closest u* to the 
data x

• Calculate the contribution of 
each dimension

Integrated Gradients





Application: Smart Buildings
Smart Buildings Fault Detection and Diagnostics (FDD) project 

• 145 buildings at Google 
• over 15,000 power and climate control devices
• Over 44% TP in real usage in 2019



Discussion

Pros

- Simple method with good 
effect

- Handling multidimensional 
and multi-modal data

- Help technicians 
understand anomalies

Cons

- High FP rate in low 
dimensional data

- Only for point anomalies
- Choose baseline set
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Thanks for listening!

Any questions?


